01. Introduction

« DDoS (Distributed Denial of Service) attacks
overwhelm networks with malicious traffic,
causing disruptions to legitimate services.
ldentifying and mitigating these attacks quickly
IS essential to maintain network stability.

« Machine learning techniques, such as the
AdaBoost algorithm, can detect patterns in
network traffic that indicate potential threats.

« Apache Flink, a stream processing framework,
enables real-time data analysis, allowing for

swift detection and response to these evolving
security challenges.
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03. DataSet

CIC-DDoS 2019 dataset [05]
« Total number of samples: 225,745
« Number of Features: 85
« Class Distribution:
DDoS attacks: 128,027 (56.7%)
Normal traffic: 97,718 (43.3%)
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02. Objective

The main objective of this research is to detect DDoS attacks in real-time using the AdaBoost
algorithm integrated with Apache Flink, aiming to achieve a faster and more efficient response to

potential threats.
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06. Conclusion

Traditional intrusion detection techniques are effective with slow-
speed or small-scale data but often struggle to handle large, high-
speed datasets. By leveraging machine learning algorithms in
conjunction with Apache Flink, this research enables real-time
analysis of big data, significantly enhancing the efficiency and
scalability of intrusion detection.
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